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Confidentiality, Data Protection and 

Records Management Policy
January 2018

Our Commitment: 

Hamilton School is committed to the protection of all personal and sensitive data for which it holds responsibility as the Data Controller and the handling of such data in line with the data protection principles and the Data Protection Act (DPA) and General Data Protection Regulations (GDPR). 

The legal basis for processing data is that it is necessary to carry out these tasks in the public interest. 

The Data Protection Officer is the School Business Manager.

The school is also committed to ensuring that its staff are aware of data protection policies, legal requirements and adequate training is provided to them. 

The requirements of this policy are mandatory for all staff employed by the school and any third party contracted to provide services within the school. 

Notification: 

Our data processing activities will be registered with the Information Commissioner’s Office (ICO) as required of a recognised Data Controller. 
Changes to the type of data processing activities being undertaken shall be notified to the ICO and details amended in the register. 

Breaches of personal or sensitive data shall be notified within 72 hours to the individual(s) concerned and the ICO. 
1.0 Confidentiality
Members of staff and governors may have access to confidential information about pupils or staff in order to undertake their responsibilities.  In some circumstances the information may be highly sensitive.  Confidential or personal information about a pupil or her/his family or staff member must never be disclosed to anyone other than on a need to know basis.  In circumstances where the pupil’s identity or staff’s identity does not need to be disclosed the information should be used anonymously.  Information must never be used to intimidate, humiliate, or embarrass the pupil or staff member.
If a member of staff is in any doubt about the storage of, or sharing of information s/he should seek guidance from a senior member of staff.  Any media or legal enquiries should be passed to senior management.

All information must be kept in line with this policy, Freedom of Information Policy, Internet Usage Policy and E-Safety Policy (including SIRO).  

1.1 Social Contact
Adults in school should not establish or seek to establish social contact with pupils for the purpose of securing a friendship or to pursue or strengthen a relationship.  Even if a pupil seeks to establish social contact, or if this occurs coincidentally, the adult should exercise her/his professional judgement in making a response and be aware that such social contact could be misconstrued.

Staff, governors, partners and volunteers must not give their personal details such as home/mobile phone number; home or e-mail address to pupils or parents/carers unless the need to do so is agreed with senior management.

1.2 Photography, Videos and other Creative Arts
Staff should use their professional judgement when using materials on or off school site (e.g. Reports and Photographs.)  Many school activities involve recording images, these may be undertaken as part of the curriculum, extra school activities, for publicity, or to celebrate achievement. The DPA 1998 and GDPR 2018 affects the use of photography.  An image of a child is personal data and it is, therefore, a requirement in law that consent is obtained from the parent of a child for any images made such as those used for school web-sites or newspaper articles.  

When using a photograph the following guidance must be followed:

· if the photograph is used, avoid naming the pupil

· if the pupil is named, avoid using the photograph

· images must be securely stored (and deleted when no longer required;) and used only by those authorised to do so

· be clear about the purpose of the activity and about what will happen to the photographs when the lesson/activity is concluded

· ensure that a member of the Leadership Team is aware that the photography/image equipment is being used and for what purpose.

· ensure that all images are available for scrutiny in order to screen for acceptability

· be able to justify the images made 

· do not make images in one to one situations
1.3 Internet Use
Hamilton School has a separate document on internet use, electronic communication and security which forms part of this policy.

Staff should use their professional judgement when using ‘Search Engines’ e.g. ‘Google’.  Under no circumstances should adults in school access inappropriate images or websites.  Deliberately accessing pornography on school equipment will be treated as gross misconduct.  Accessing indecent images of children on the internet, and making, storing or disseminating such material, is illegal and is likely lead to criminal prosecution and may result in barring from work with children and young people.

When using social media staff must not comment or write about the school, members of staff, pupils or anything which causes concern about their suitability to work with children and young people. 

Those who post material which could be considered as inappropriate could render themselves vulnerable to criticism or allegations of misconduct; doing so will lead to disciplinary action being taken.

2. Data Protection 
2.1.
Introduction

2.1.1
This Policy complies with the requirements of the Data Protection Act 1998 and General Data Protection Regulations 2018 and is based on six principles:

· that personal data will be processed lawfully, fairly and in a transparent manner

· personal data shall be collected for specified, explicit and legitimate purposes and not further processed in a manner incompatible with those purposes.

· the personal data collected should be adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed

· that personal data is accurate and, where necessary, kept up to date, with inaccurate information deleted or rectified without delay

· personal data should be kept in a form which permits the identification of data subjects for only as long as necessary

· personal data should be processed in a manner that ensures appropriate security of the data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.

2.1.2
The Policy sets the standards that govern the collection, use, storage, disclosure, or disposal of all personal information on employees held by the Governors.  The Policy takes account of the guidance given by The Records Management Society on the retention of personnel records.


2.1.3
Documents will be held in accordance with the schedule set out in Appendix A. Under the Freedom of Information Act 2000, schools are required to maintain a retention schedule listing the record series which the school creates in the course of its business. The retention schedule lays down the length of time which the record needs to be retained and the action which should be taken when it is of no further administrative use. The retention schedule lays down the basis for normal processing under the Data Protection Act 1998, the General Data Protection Regulations 2018 and the Freedom of Information Act 2000. This is in Appendix B.

2.2.
Obtaining Information
2.2.1 Information will be obtained fairly and lawfully and will only be processed with the explicit consent of the employee.

2.2.2 Personal Information will be held only for clearly specified purposes as indicated in Appendix A.

2.2.3 No employee or other person acting on behalf of the Governing Body, will knowingly mislead or deceive any person about the purpose for which information is being collected.

2.2.4 A Privacy notice which explains the purpose for which information is required will be on any form used.

2.2.5 Personal, sensitive data will be obtained about pupils at the school from parents, other schools and the Local Authority and privacy notices will be issued to children, as appropriate, and parents so that they can understand the reasons for obtaining their data.

2.3 Privacy/fair processing notice


2.3.1 Pupils and parents

2.3.1.1 We hold personal data about pupils to support teaching and learning, to provide pastoral care and to assess how the school is performing. We may also receive data about pupils from other organisations including, but not limited to, other schools, local authorities and the Department for Education.

This data includes, but is not restricted to:

· Contact details

· Results of internal assessment and externally set tests

· Data on pupil characteristics, such as ethnic group or special educational needs

· Exclusion information

· Details of any medical conditions

2.3.1.2 We will only retain the data we collect for as long as is necessary to satisfy the purpose for which it has been collected.

2.3.1.3 We will not share information about pupils with anyone without consent unless the law and our policies allow us to do so. Individuals who wish to receive a copy of the information that we hold about them/their child should refer to sections 8 and 9 of this policy.

2.3.1.4 We are required, by law, to pass certain information about pupils to specified external bodies, such as our local authority and the Department for Education, so that they are able to meet their statutory obligations. 

2.3.2 Staff

2.3.2.1 We process data relating to those we employ to work at, or otherwise engage to work at, our school. The purpose of processing this data is to assist in the running of the school, including to:

· Enable individuals to be paid

· Facilitate safe recruitment

· Support the effective performance management of staff

· Improve the management of workforce data across the sector

· Inform our recruitment and retention policies

· Allow better financial modelling and planning

· Enable ethnicity and disability monitoring

· Support the work of the School Teachers’ Review Body

2.3.2.2 Staff personal data includes, but is not limited to, information such as:

· Contact details

· National Insurance numbers

· Salary information

· Qualifications

· Absence data

· Personal characteristics, including ethnic groups

· Medical information

· Outcomes of any disciplinary procedures

2.3.2.3 We will only retain the data we collect for as long as is necessary to satisfy the purpose for which it has been collected.

2.3.2.4 We will not share information about staff with third parties without consent unless the law allows us to.

2.3.2.5 We are required, by law, to pass certain information about staff to specified external bodies, such as our local authority and the Department for Education, so that they are able to meet their statutory obligations. 

2.3.2.6 Any staff member wishing to see a copy of information about them that the school holds should contact the Head Teacher.
2.4.
Standards of Data Collection

2.4.1
Personal records will be accurate and kept up to date and checked on a regular basis.  Where necessary the data subject will be asked to confirm that what has been recorded is accurate.


2.4.2
Information that is obtained from a third party will be marked to indicate its 



source.


2.4.3
Personal information will be kept for as long as is required for the purpose for which it was originally collected.  The period of retention will be determined by statutory requirements or specified in the school's procedures.  See Appendix B

2.4.4
The school's Data Protection Index and Register entries will be kept as clear and comprehensive and up to date as possible.  The Audit of data will be reviewed annually and is attached in Appendix A.

2.5.
Nature of Information

2.5.1
Every effort will be made to ensure that personal information gathered by the Governing Body is relevant to one of the specified purposes and is adequate, but not excessive, for it.  Irrelevant or excessive data will be erased.

2.5.2 When a need for additional personal information is established, the Governing Body will ensure that the collection of each item of information can be justified.

Personal information is Data from which a person can be identified, including data that, when combined with other readily available information, leads to a person being identified 
Sensitive information is Data such as:

· Contact details

· Racial or ethnic origin 

· Political opinions
· Religious beliefs, or beliefs of a similar nature

· Where a person is a member of a trade union

· Physical and mental health

· Sexual orientation

· Whether a person has committed, or is alleged to have committed, an offence

· Criminal convictions

2.6.
Recording Information

2.6.1
Nothing in this Policy is intended to limit the right of members of staff to record all the information needed to achieve stated and agreed objectives.  Any relevant facts or observation may and should be recorded.


2.6.2
Employees will make every effort to ensure that the information they record is accurate.


2.6.3
Where possible, the information recorded will be restricted to the factual.


2.6.4
Employees, whose responsibilities require them to record their opinions and impressions, will do so by recording their observations, followed by the conclusions they have drawn.

2.6.5 No employee will be held personally liable for action taken against the School by a data subject as a result of information recorded by that employee if the employee has followed the School's policy.

2.7.
Disclosure of Information

2.7.1
Personal information will be used only for the purpose for which it was gathered, unless the consent of the people concerned has been obtained to a new or varied use.


2.7.2
Routine disclosures will be specified on the Data Protection register and in the school's own Data Protection Index of Information and consent will be deemed to have been given to routine disclosures so included.


2.7.3
In other cases the explicit consent of the data subject will be obtained in writing.  Confirmation of consent by telephone is acceptable if a written request has been received which implies the consent of the data subject.

2.7.4 Personal information will be disclosed only to those who, in the view of the Governing Body, have a demonstrable need to know the information.

2.7.5 Inappropriate disclosures will be notified to the ICO within 72 hours.  The person(s) affected will be notified immediately and actions taken to mitigate the impact of the disclosure.


2.7.6 Under no circumstances will the school disclose information or data: 
• that would cause serious harm to the child or anyone else’s physical or mental health or condition 

• indicating that the child is or has been subject to child abuse or may be at risk of it, where the disclosure would not be in the best interests of the child 

• recorded by the pupil in an examination 

• that would allow another person to be identified or identifies another person as the source, unless the person is an employee of the school or local authority or has given consent, or it is reasonable in the circumstances to disclose the information without consent. The exemption from disclosure does not apply if the information can be edited so that the person’s name or identifying details are removed 
2.7.7 Access to personal information will be refused if the data user is uncertain whether the person requesting access, including another member of staff, is entitled to it.

2.7.8 There may be circumstances where the school is required either by law or in the best interests of our students or staff to pass information onto external authorities, for example our local authority, Ofsted, or the Department of Health. These authorities are up to date with data protection law and have their own policies relating to the protection of any data that they receive or collect. 

2.7.9 The intention to share data relating to individuals to an organisation outside of our school shall be clearly defined within notifications and details of the basis for sharing given. Data will be shared with external parties in circumstances where it is a legal requirement to provide such information. 
2.8.
Access to Personal Files

2.8.1
Staff are entitled to know what information the Governing Body holds about 



them.


2.8.2
A person about whom the Governing Body holds information may, at reasonable intervals and without undue cost or delay, have access to his or her personal records.


2.8.3
Information which would disclose the identity of a third person is exempt from access, unless the consent of the source is available or the affected information can be redacted.  Nor will information be disclosed that would otherwise infringe upon the privacy of a third party.


2.8.4
The Governing Body will make all possible information available.  However, access to personal information will be restricted where its disclosure could entail harm either to a person on whom the Governing Body hold information or to the Governing Body’s guardianship of the interests of the school.


2.8.5
The means of access to personal information will normally be by physical access to the file.  Requests for access will be met within one month of a written request to the Head Teacher with sufficient information to process the request.

2.8.6
The Governing Body will verify the identity of people requesting access to the School’s records, but will require only the minimum information compatible with protection for the data subject.
2.9.
References 


2.9.1
The Governing Body shall request closed references and shall provide closed references except where an employee has specifically requested that an open reference be supplied. 


2.9.2
Referees will be advised that the Governing Body has a closed policy on references.


2.9.3
The Governing Body will comply with guidance on references in Keeping Children Safe in Education DfE September 2016.

2.9.4 See Appendix C for more information.

2.10.
Standards of Security

2.10.1
The School will determine and maintain an appropriate level of security for its premises, equipment, network, programs, data and documentation, using proportionate physical and technical measures.  The Information Technology Manager shall be responsible for the effectiveness of the controls implemented, reporting of their performance and will ensure that access to them is restricted to appropriate staff.


2.10.2
Appropriate back-up procedures will be maintained.

2.10.3 The security arrangements of any organisation with which data is shared shall also be considered and these organisations shall provide evidence of the competence in the security of shared data. 
2.10.4 Hard copy data, records, and personal information are stored out of sight and in a locked cupboard. The only exception to this is medical information that may require immediate access during the school day. This will be stored at reception.

2.10.5 Sensitive or personal information and data should not be removed from the school site, however the school acknowledges that some staff may need to transport data between the school and their home in order to access it for work in the evenings and at weekends. This may also apply in cases where staff have off-site meetings, or are on school visits with pupils. 
2.10.6 The following guidelines are in place for staff in order to reduce the risk of personal data being compromised: 

• Paper copies of data or personal information should not be taken off the school site. If these are misplaced they are easily accessed. If there is no way to avoid taking a paper copy of data off the school site, the information should not be on view in public places, or left unattended under any circumstances. 

• Unwanted paper copies of data, sensitive information or pupil files should be shredded. This also applies to handwritten notes if the notes reference any other staff member or pupil by name. 

• Care must be taken to ensure that printouts of any personal or sensitive information are not left in printer trays or photocopiers. 

• If information is being viewed on a computer, staff must ensure that the window and documents are properly shut down before leaving the computer unattended. Sensitive information should not be viewed on public computers. 

• If it is necessary to transport data away from the school, it should be downloaded onto a USB stick. If data is transferred from this stick onto any home computer it should be deleted afterwards.  USB sticks should not be used in public computers.  Great care should be taken not to lose the USB stick
• USB sticks that staff use must be encrypted.
· If personal, sensitive information is emailed it must be password protected and the password sent in a separate email

2.10.7 These guidelines are clearly communicated to all school staff, and any person who is found to be intentionally breaching this conduct will be disciplined in line with the seriousness of their misconduct. 
2.11 Data Disposal 

2.11.1The school recognises that the secure disposal of redundant data is an integral element to compliance with legal requirements and an area of increased risk. 

2.11.2 All data held in any form of media (paper, electronic) shall only be passed to a disposal partner with demonstrable competence in providing secure disposal services. 

2.11.3 All data shall be destroyed or eradicated to agreed levels meeting recognised national standards, with confirmation at completion of the disposal process. 

2.11.4 The school has identified a qualified source for disposal of IT assets and collections. 
2.12.
Training
2.12.1 All new and existing employees who handle personal information will receive training on data protection procedures, which includes information about the standards the School expects its employees to observe in the use of personal information.

3. Records Management
The school recognises that by efficiently managing its records, it will be able to comply with its legal and regulatory obligations and to contribute to the effective overall management of the school. Records provide evidence for protecting the legal rights and interests of the school, and provide evidence for demonstrating performance and accountability. This policy provides the policy framework through which this effective management can be achieved and audited. See Appendix B for information about Personnel files.

3.1.
Scope

3.1.1
This policy relates to all records created, received or maintained by staff of the school in the course of carrying out its functions.

3.1.2
Records are defined as all those documents which facilitate the business carried out by the school and which are therefore retained (for a set period) to provide evidence of its transactions or activities. These records may be created or received, and then stored, in hard copy or electronically. 


3.1.3
A small percentage of the school’s records may be selected for permanent preservation as part of the schools archives and for historical research.

3.2.
Responsibilities
3.2.1
The school has a corporate responsibility to maintain its records and record keeping systems in accordance with the regulatory environment. The person with overall responsibility for this policy is the Headteacher.

3.2.2
The person responsible for records management in the school will give guidance about good records management practice and will promote compliance with this policy so that information will be retrieved easily, appropriately and in a timely way. They will also monitor compliance with this policy by surveying at least annually to check if records are stored securely and can be accessed appropriately.

3.2.3
Individual staff and employees must ensure that records for which they are responsible are accurate, and are maintained and disposed of in accordance with the schools records management guidelines.

3.3.
Relationship with Existing Policies
3.3.1
This policy has been drawn up within the context of:

· Freedom of Information policy

· The Records Management Toolkit for Schools from the Information and Records Management Society

· The ICT Acceptable Use Policy

Review of Policy
This policy shall be reviewed annually.

Adopted: __________________________ (Date)

Next review date: ________________________
APPENDIX A

Audit spreadsheet of info at school
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Appendix B

Retention of Documents on Personnel Files

This schedule lists the principal documents held on an employee’s file. The list is not, however, exhaustive and other documents relating to employment may be held. Personnel files will be held for the length of employment + 7 years at which time they will be shredded. Documents relating to child protection may be held indefinitely. In this case the employee will be advised that this is the case. All of the documents held on the employee’s file are held for the purpose of managing the employment relationship.

	Document
	Period of retention 
	Method of disposal

	Original job application form
	Termination + 7years
	Confidentially shredded

	Two original references
	Termination + 7years
	Confidentially shredded

	Copy of Contract of employment and any variation letters
	Termination + 7years
	Confidentially shredded

	Original contract acceptance
	Termination + 7years
	Confidentially shredded

	Confirmation of pre-employment medical check clearance
	Termination + 7years
	Confidentially shredded

	Confirmation of CRB clearance
	Indefinitely
	

	List 99 Clearance
	Indefinitely
	

	Copies of documents used for identity authentication for CRB and Asylum and Immigration Act purposes
	Termination + 7years
	Confidentially shredded

	Copies of qualifications certificates relevant to employment
	Termination + 7years
	Confidentially shredded

	formal disciplinary warnings – child protection related
	Indefinitely
	

	formal disciplinary warnings – not child protection related
	In accordance with the school’s policy
	Confidentially shredded

	Induction - NQTs Induction – other staff


	Termination + 7years
	Confidentially shredded

	Work permit 


	Termination + 7 years
	Confidentially shredded

	Letter of resignation and acceptance of resignation or other documentation relating to the termination of employment.
	Termination + 7 years
	Confidentially shredded

	Exit interview notes


	Termination + 7 years
	Confidentially shredded

	Salary assessment forms - teachers
	Current year + 6 years
	Confidentially shredded


	Time sheets
	Current year + 6 years
	Confidentially shredded

	Performance management information – mandatory for teachers


	Current year + 6 years
	Confidentially shredded

	General Teaching Council registration – teachers 


	Current year + 6 years
	Confidentially shredded

	NQT – Satisfactory completion of the 3 skills tests.
	Termination + 7years
	Confidentially shredded

	Medical certificates and sickness absence record 


	Current year + 6 years
	Confidentially shredded

	Other special leave of absence including parental leave, maternity leave
	Current year + 6 years
	Confidentially shredded

	Records relating to accident/injury at work
	12 years + 12 years
In the case of serious accidents a further retention period will need to be applied
	Confidentially shredded


Policy approved and adopted: 27.11.13

Reviewed Autumn 2015

Reviewed September 2017
Next review date: Autumn 2019 (every 2 years)
APPENDIX C

PROVIDING JOB REFERENCES

1. Introduction 
1.1 Legal Position 
1.1.1 Under English Law there is no legal obligation for an employer to provide a reference on either an existing or a former employee. However, where a reference is provided, the employer has a duty of care to ensure that the reference is compiled accurately and honestly and is not negligent, defamatory or dishonest in any way. It is customary practice to provide references for staff in schools. Failure to provide a reference may, therefore, be regarded as discriminatory. The Governing Body should act consistently and have clear guidelines on the provision of references. 

1.1.2 If an employer fails to comply with the duty of care, the subject or the recipient of the reference may have recourse to legal action against the employer. 

1.1.3 In all cases the Governing Body would be the respondent in an employment tribunal. It is, therefore, advised that the school has a clear policy on who may provide a reference on behalf of the school. All references provided by other employees of the school should make it clear that the reference is given in a personal capacity and not on behalf of the school. 

2. Good Practice in Recruitment 
Safeguarding Children and Safer Recruitment in Education has detailed guidance on obtaining references in Chapter 3; copy available from School Office.
3. Providing References 
3.1 The Governing Body should accept that it has a responsibility to provide references to future employers. The Governing Body is advised to delegate the responsibility for providing employment references to the Head Teacher (and other managers as appropriate). Managers with responsibility for writing references must understand what is and is not appropriate to include in references and the legal liabilities which may arise. 

3.2 Job references are written on behalf of the Governing Body and should, therefore, be written on school headed stationery. If the manager is not providing a reference in the capacity of a line manager, it should not be written on school headed stationery. Where reference writing is delegated below the level of Head Teacher, the Head Teacher should approve all references before they are issued. 

3.3 
Content of References 
3.3.1 
In providing references on behalf of the Governing Body: 

· DO check that all the information given is factually correct or is based on best knowledge - be prepared to provide evidence to support the information should any of the details be challenged. 

· DO include information relating to the individual's employment history. The employee’s sickness absence record may be included if requested. 

· DO NOT provide a "glowing" reference for an employee who is presenting cause for concern as a means of enabling him/her to leave the school. This is both dishonest and unethical. It is not good management practice and may lay the Governing Body open to action for negligence by a future employer. 

· DO NOT avoid giving an honest reference in respect of an employee who is presenting cause for concern. However, the matter to be referred to in the reference should have previously been discussed with the individual and evidence of the concerns provided. 

· DO NOT expect information provided within a reference to be treated as confidential by a prospective employer. 

· DO NOT provide "to whom it may concern" references other than in exceptional circumstances, as they cannot address an individual's suitability for a job. If such references are provided they should only contain factual information regarding a person’s employment history, e.g. dates of employment and positions held. 

3.4     A Court of Appeal judgement (November 1999), made three statements of general principle in connection with references: 

· there is a duty on employers to ensure that references are true, accurate and fair in substance. 

· however, there is no duty on employers to be “full and comprehensive”. This is imposing too high a burden. 

· employers cannot break references down into individual sentences and state that each individual sentence was factually correct. References must be looked at in the whole. 
4. Oral References 
4.1
The Head Teacher may be asked to provide an oral reference for an employee (or former employee), applying for a post with a school or an outside organisation where:

· an interview is being held at short notice and an urgent response is required: and

· clarification/confirmation of a written reference is being sought. 

4.2.1 What is said about an employee orally (i.e. face-to face or over the telephone), has the same status as what you say about him/her in a written reference and should, therefore, be treated with the same care and attention to detail. 

4.3 
Ensure that an oral reference is honest, factual and does not include any information about areas of concern that has not previously been discussed with the employee. If an oral reference is given because an urgent response is required, the reference should be confirmed in writing and should accurately reflect the oral statement. Wherever possible, supply a fax as an urgent response and follow-up with a hard copy. In providing an oral reference, information that is “off-the record” should not be given - everything said should be confirmed in the written response. 
5. Access to references 
5.1 
Under the Data Protection Act 1998 an employee does not have a legal right to see a reference from her or his current employer. However, this only applies to confidential references where the reference is in the hands of the referee. It does not provide exemption from disclosure where the reference is in the hands of the recipient. The recipient of the reference may, therefore be asked to disclose the reference to the individual. This means that an employee will be able to find out precisely what has been written in a reference and therefore the referee may find it advisable to take this into account when writing a reference. 
6. Closed/Open References 
6.1 
The Governing Body should decide whether it is providing “closed” or open” references. Closed references are prepared in confidence and the employee is not aware of the contents. However, as indicated above, the employee may ask the recipient for a copy of the reference. An “open” reference means that the employee is aware of the contents. An “open testimonial” is addressed “To Whom it May Concern” and it is extremely inadvisable to provide or accept such testimonials in respect of work relating to children.
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